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EESE: Learning Units on Law and Ethics in Software Engineering

This award is made under Ethics Education in Science and Engineering (Solicitation 06-524).
Breadth of Impact:

This project will develop learning units that focus on topics of such active public interest that there is
ongoing, rapid change in the laws that provide context for discussions of the associated professional
ethics issues. Examples include whistleblowing; reverse engineering; investigation of security
vulnerabilities in running systems; and conflicts of interest and intellectual property rights associated with
university labs and faculty-owned businesses that commercialize university-developed research. Each
topic can be studied in terms of ethics issues that the student might face while conducting research as a
student or later, as a faculty member (supervising research students) or as an engineer working in
industry. All of these are important for software engineering; several are also significant for other
engineering areas and the materials can be developed modularly, so that they can be easily customized for
other areas. The learning units will be published electronically at the project website and submitted to
peer-reviewed course collection sites, such as MERLOT.org. All materials will be made available to the
public via publication on the web under a Creative Commons license that allows free distribution and
customization or in well-indexed academic journals or conference proceedings.

Intellectual merit:

The instructional approach of these materials is already in use at Florida Tech and was developed by the
Principle Investigator under a previous NSF-funded project: ITR/SY+PE: Improving the Education of
Software Testers (Black Box Software Testing course at http://www.testingeducation.org/BBST).. In a
follow-up project, a coalition of universities, corporations and independent trainers are applying,
assessing and improving the approach. Their ongoing progress will guide this work.

Under this approach, students watch video-based lectures before coming to class. Class time is spent on
instructor-guided activities that have obvious relevance or application. In this project, each learning unit
will provide video lectures and slides, background briefing papers including a literature review that
explains the engineering and engineering ethics issues to the law-specialist reader and another review that
explains the legal issues to the engineering reader, study guide questions, grading suggestions in a
restricted-access website for instructors, suggestions for in-class activities, and guidance for the student
who will search the legal and engineering literature to gain the most current information on the issues
covered in this learning unit. This multimedia blended learning approach is suitable for classroom
instruction (watch video lectures at home, do coached activities in class) and web-based instruction.

The principle investigator, Cem Kaner is an attorney whose principle legal focus is computer-related law,
and a widely known author on software quality control. Senior investigator Richard Ford is an expert in
computer security, especially the study of mobile malicious code, and in reverse engineering. Kaner and
Ford both have extensive industry experience. Senior investigator Scott Tilley is an expert in reverse
engineering and program comprehension. He is President of ACM SIGDOC. Collectively, the
investigators bring complementary expertise in the legal, technical and instructional issues underlying this
project.

The learning units will be initially developed at Florida Tech, posted on the project website, and
publicized via conferences and mailing lists. Experience with the Black Box Software Testing course is
that as the project provides materials of value and builds credibility, external instructors and subject
matter experts will use the materials and agree to provide detailed feedback. Recruiting and collaborating
with external colleagues that is focused on the specific individual learning units is an inherent part of this
work.
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EESE: Learning Units on Law and Ethics in Software Engineering

I propose to develop instructional support materials for three to five learning units on engineering ethics
that could be incorporated into a variety of other engineering courses.

Materials

The materials for a learning unit would include video lectures, slides, supplementary readings, suggested
classroom activities, homework assignments and potential examination questions, along with grading
notes.

Instructors are free to use this type of material to support whatever teaching structure they prefer. For
example, at Florida Tech, students watch the video lectures at http://www.testingeducation.org/BBST
before coming to class. We use classroom hours for instructor-guided activities, and follow these up with
assignments that students work on in teams, sharing information within and across teams via online
discussion forums. Students give us detailed feedback using the Student Assessment of Learning Gains
and report both that the material is effective and that they work unusually hard in the course (Kaner &
Fiedler, 2005a, 2005b).

Instructors at other universities and companies that provide in-house training to their staff are also using
these materials. | have submitted a separate proposal to assess and refine the testing materials and the
instructional approach. (DUE: CCLI Curricular Support for Software Testing). As one indicator of the
reception of these materials, an international team of universities, companies and small training firms
joined us in that proposal, committing themselves in writing to a 3-year assessment plan. These include
Dalhousie University (Halifax), DevelopSense (Toronto), Huston-Tillotson University (Austin),
PerfTestPlus (Palm Bay, FL), Quardev Laboratories (Seattle), The Riga Information Technology Institute
(Latvia), Safeco Insurance (Seattle), Satisfice Inc. (Front Royal, VA), Texas Instruments (Dallas), and
Vipul Kocher (India). Even if that proposal is not funded, we expect to do some of this work with private
support. All of this work will help us refine the instructional approach that is the basis for this proposal’s
materials.

The instructional approach and types of materials proposed for engineering ethics are directly comparable
to the work already successfully done on the testing course.

I will publish the instructional materials on the Web under a Creative Commons license that allows free
use and modification, and submit them to the MERLOT (Multimedia Educational Resource for Learning
& Online Teaching) Community for peer review (MERLOT Community, 2004).

Content

Content areas for the learning units would be drawn from work that my colleagues, students and | do on:
e whistleblowing;

o the current legal status of reverse engineering;

e constraints on reporting research results;

o intellectual property rights, agreements, and plagiarism in laboratory research;

e management of conflicts of interest when students do academic research in the context of a
faculty/university owned business;

o legal and ethical considerations in penetration testing (and other aspects of security-related research);

o the reach of malpractice liability to engineers in academic settings, commercial settings (working as
an employee) and professional settings;



Commercial liability for defective products.

We will work on all of these, but drop some as we discover which are more tractable, which capture the
imagination of individual students helping do the research, and which are well enough covered by other
researchers.

The content bias of this work emphasizes legal issues. Especially in software engineering, laws that
provide context for discussions of professional ethics have been changing rapidly. The project will
provide both:

up-to-date materials, and

guidance to engineering students on how to do their own legal research so that they can have updated
materials at the time they actually need them.

We are experienced in these areas:

As an attorney, my focus is computer law. The American Law Institute (ALI) elected me as a member
in 1999 in recognition work on computer-related legislation. The ALI is an enormously influential
organization whose works are regularly cited in appellate court opinions. Election to ALl is roughly
comparable to being named a Fellow of an engineering professional society. | have also taught
tutorial sessions to faculty on teaching ethics to software engineering students (Kaner, 2002b, 2002c)
and wrote a book on software consumer protection.(Kaner & Pels, 1998).

Senior investigator Scott Tilley has worked in the area of software reverse engineering for nearly 15
years. He has extensive expertise in matters related to reverse engineering technology, legitimate
applications of reverse engineering (e.g. program understanding), and underlying theories of related
canonical activities (e.g., data gathering, knowledge management, and information exploration). He
has developed and taught a graduate course on software maintenance & evolution that includes
material on reverse engineering. He has published extensively in the area, served in a number of
capacities for international conferences (e.g., General Chair, Program Chair, Committee Member)
related to reverse engineering, and is currently co-authoring a book on program redocumentation.
More recently, he has worked in the area of intellectual property, digital rights management, and risk
analysis for online and Web-based content.

Senior investigator Richard Ford is an expert in computer security research. He focuses on malicious
mobile code, penetration testing, and anti-reverse-engineering techniques and is Senior Editor of
Reed-Elsevier’s Computers & Security. Prior to returning to university research, Dr. Ford gained
extensive commercial experience, including service as Director of Engineering at Verio, where he
managed all new research and development associated with the hosting of over 300,000 web domains
and as a security researcher at IBM’s T.J. Watson Laboratories.

CONTENT SUMMARIES

In a 15-page proposal, there is insufficient room for a scholarly overview of each of the proposed content
areas. The notes that follow provide more detail on the first two topics, and briefer sketches of the rest. |
hope this is sufficient for you to understand and evaluate the proposal.

Whistleblowing

The primary software-related codes of ethics published in the United States urge professional software
developers to be whistleblowers:

Software engineers shall act consistently with the public interest. In particular, software engineers
shall, as appropriate: ... 1.04. Disclose to appropriate persons or authorities any actual or potential
danger to the user, the public, or the environment, that they reasonably believe to be associated
with software or related documents. (ACM/IEEE-



CS Joint Task Force on Software Engineering Ethics and Professional Practices, 1999, Principle 1:
"Public")

In the work environment the computing professional has the additional obligation to report any
signs of system dangers that might result in serious personal or social damage. If one's superiors
do not act to curtail or mitigate such dangers, it may be necessary to "blow the whistle" to help
correct the problem or reduce the risk. However, capricious or misguided reporting of violations
can, itself, be harmful. Before reporting violations, all relevant aspects of the incident must be
thoroughly assessed. In particular, the assessment of risk and responsibility must be credible. It is
suggested that advice be sought from other computing professionals.

(Association for Computing Machinery, 1992, Section 1.2 "Avoid harm to others")

There are only a few articles on whistleblowing in the computing literature. A search for articles on
“whistleblow™*” yields only 23 hits in the Association for Computing Machinery’s Guide, few of them
focused primarily on whistleblowing and none on the governing laws. Unfortunately, in the thirteen years
since | started paying professional attention to whistleblowing engineers (Kaner, 1993), American laws
have changed significantly (Lenzo, 2004; Westman & Modesitt, 2004, supplemented 2005). As a general
rule (with significant exceptions), an employee or consultant who breaches a nondisclosure agreement to
report wrongdoing by the employing organization is now more vulnerable to retaliatory discharge and
retaliatory litigation even (in some circumstances) in the reports of government contractor misconduct or
reports to government authorities. If we agree that governing law is one expression of societal ethical
guidelines, that acting within the spirit and letter of governing law is generally regarded as a professional
obligation, and that potential consequence to self is also relevant in ethical decision-making, then the
shifting legal landscape is important for a course teaching software engineering students about ethical
evaluation.

The same legal analysis applies to the other engineering professions. Our academic comfort zone is
software engineering but we have broader backgrounds (Ford’s Ph.D. is in Physics; Kaner has worked
more broadly as an attorney on products liability, toxic torts, and criminal prosecution and has five years
work experience as a human factors analyst). Our materials would include examples from other
engineering areas.

The rapid changes in whistleblowing law illustrate the need to go beyond the current legal situation
because the “current” situation will change by next year. This is why one of this project’s key objectives
is to help students develop the skills and strategy needed to do their own research to update the materials
we provide. Without this, they won’t have the right information available when they actually need it.

Whistleblowing also illustrates the diversity of situations for which students need guidance:

e In her role as a graduate student, a person may face of evidence of financial misconduct or
misconduct in collection or reporting of data in the lab where she works.

e Later in his career as a professional employee in a business or government agency, a person might be
a witness to (or participant in) misconduct. In contrast with the student situation, this employee might
be bound by tighter nondisclosure agreements, in an organization that has less interest in academic
freedom. This misconduct might be integral to the business style of the organization rather than
isolated misbehavior of one or a few people inside the organization.

e Or, later in her career, in her role as an ethical faculty member running her own lab, a person might
supervise a disgruntled student who threatens to file an unfounded ethics complaint. What are the
rights of that student and what actions would be wise or unwise in such a case?

The materials that we plan to develop for whistleblowing—and for most of the other topics—would
address each of these contexts (student, faculty member, applied professional).



Reverse Engineering

Reverse engineering is the process of analyzing source code (and related artifacts) to generate higher-
level views of the subject system. One of the most beneficial applications of reverse engineering is to aid
program understanding in support of software maintenance and evolution. Another is to gain insight into
security or quality risks associated with a product so that the user can mitigate those risks (Kaner, 1998).
Gaining sufficient understanding of a complex software system is an arduous task, involving inverse
domain mapping on the part of the developer. Reverse engineering tools can automatically analyze low-
level source code artifacts to produce high-level views of the subject system, thereby facilitating overall
comprehension.

Historically, reverse engineering has been fully protected as a “fair use” activity under the Copyright Act
(Sony Computer Entertainment, Inc. v. Connectix Corp., 1999).

A recent decision (Bowers v. Baystate Techs, 2003) defined reverse engineering so broadly (“to study or
analyze (a device, as a microchip for computers) in order to learn details of design, construction, and
operation, perhaps to produce a copy or an improved version™) that the decision appears to bar black box
reverse engineering (study of the product through analysis of its behavior) as well as
decompilation/disassembly or structural analysis of its source code. In the face of a license agreement that
bars reverse engineering—even a non-negotiable mass-market license that the customer isn’t even
allowed to examine before buying the product—reverse engineering may be barred (Davidson & Assocs.
v. Jung, 2005; Fitzgerald, Cifuentes, Fitzgerald, & Lehmann, 2001; Imfeld, 2003; Samuelson &
Scotchmer, 2002; Sullivan & Morrow, 2003).

Along with legal measures to prevent reverse engineering, some large corporations have been funding
academic research aimed at improving technical measures intended to make reverse engineering more
difficult. For example, a recent thesis supervised by Ford and Tilley (Parveen, 2005) presents a novel
approach for detecting the presence of an emulated execution environment. The use of an emulated
environment is one of the more advanced techniques used for thwarting digital rights management
systems to illicitly obtain privileged content. Execution of an application in such a setting can pose a
threat to software security and potentially increases the risk of data piracy. However, if the presence of an
emulated environment can be detected, technologies can be developed to protect software systems from
the risks associated with this method of reverse engineering.

e What is the current state of the law on reverse engineering? We think American law is unsettled.

e What is the current state of the law on reverse engineering outside the United States—does a ban on
reverse engineering create a competitive advantage or disadvantage? What arguments favor each
position? Is there data?

e Under what circumstances it lawful for American students to create or use reverse engineering tools
as part of their research?

e What are the societal implications of a ban on reverse engineering? Should the law permit reverse
engineering for some purposes even if a contract clause forbids reverse engineering generally?

Professors Ford, Tilley and | disagree on several of the policy answers. The materials are intended to
highlight controversies in the field.

Additional topics

Here are notes on the other proposed topics. We are presenting these briefly to preserve space for the rest
of the proposal.

e Constraints on reporting research results. Some constraints are imposed by statute as a matter of
public policy, such as prohibitions in the Digital Millenium Copyright Act (DMCA). Others are



rooted in private contractual agreements (nondisclosure clauses in employment contracts). How
appropriate are such contracts for graduate student research? Can confidential work be a basis for a
dissertation? Some universities have published standards on this issue (e.g., Stanford University,
1996). How do they differ? What rationales support the differences? Suppose that a researcher
discovers a security flaw in a widely used program and publishes the discovery in a way that is not
barred by statues like DMCA. If this publication inspires wrongdoers to exploit the security flaw,
should the researcher be considered ethically culpable for the harm caused by the exploits? What
about legally liable?

Intellectual property rights, agreements, and plagiarism in laboratory research. What rights
do/should undergraduate and graduate students typcially have to research they do at school? How do
laboratory intellectual property policies and agreements affect those rights? What are some of the
ways in which these policies and agreements vary across universities or labs? What rationales support
the differences? What are some of the key distinctions between plagiarism and copyright
infringement? When should use (without citation) of material developed within the lab by a person
who did not develop it (including use by a financially-supporting faculty member) be considered
permissible and when plagiarism or infringement?

Management of conflicts of interest when students do academic research in the context of a
faculty/university owned business. Many faculty set up private businesses that sell technology, or
services based on technology, that was discovered as part of their university research. To a degree
that varies across universities, the intellectual property rights to the invented technology might be
owned or co-owned by the university. The faculty member might partner with the university to sell
consulting, training or custom development services that arise out of an invented technology or might
go into business alone. Whether a purely faculty activity or a joint faculty-university venture, several
employees of the venture are likely to be students. Sometimes these are graduate students, doing
thesis research that is supported by the business. There is enormous potential for conflict of interest
among the university, the faculty member, and the employed inventor-student. My impression as an
attorney, based partially on watching formation and supervision of a few such businesses, is that less
highly influential guidance has been published in this general area than is desirable and that decision
makers associated with formation, approval and university-side monitoring of the activities of such
organizations are often insufficiently informed about what guidance is available to them. Professor
Ford gained the same impression as CTO of Cenetec, a venture capital investment firm that helped
form such companies. This is another clear case in which material should be developed for multiple
audiences: the student as student, the student as potential faculty-researcher, the student as potential
administrator, the student as potential businessperson providing capital and other support for the
startup of such a business. In tackling this work, | would expect to collaborate with another faculty
member who has a broader range of experience with these types of contracts. | have not yet identified
this person but have budgeted for some funding for her or his contribution.

The reach of malpractice liability to engineers in academic settings, commercial settings (working
as an employee) and professional settings. Unlike medicine, accounting and law, a non-licensed
engineer can (often) practice her or his profession as an employee of a company. As a result, many
practicing engineers (including many people who graduated with engineering degrees) are fully
employed in their field but are not licensed professional engineers. Under what circumstances, if any,
can they be held accountable for professional negligence? For those people who are licensed
engineers, under what circumstnces can they be held accountable for professional negligence and
why? What is the rationale for treating them differently from the in-house engineer? Malpractice law
has traditionally been inapplicable to the development and maintenance of computers and software
(Kaner, 2000). However, software engineering is on the threshold of becoming a licensed profession.
Compared to the other engineering fields, what would legal analysis of an accusation of professional
negligence of a software engineer look like?



Commercial liability for defective products. The Uniform Computer Information Transactions Act
(National Conference of Commissioners on Uniform State Laws, 2002) defined a new law of
licensing for mass-market software products. It made enforceable unmodifiable contracts that ship
with the software but are not available to the customer until after payment for the product and
delivery are complete. Examples of some of the contract terms that appear enforceable under UCITA
are blanket warranty disclaimers and limitation of accountability for losses caused by defective
products to nominal amounts, and a wide array of use restrictions placed in these licenses. Examples
of use restrictions that might be enforceable under UCITA, even for products sold in the mass market,
are blanket prohibitions of reverse engineering, on performing or publishing benchmark studies of the
software, and of publishing critical reviews of the product. UCITA has been rejected in most states,
adopted in only Virginia and Maryland. However, several courts have issued opinions fully consistent
with the reasoning and policy of UCITA, broadening its reach to much of the country (Grierson,
2004; I. Lan Sys. v. Netscout Serv. Level Corp., 2002; M.A. Mortenson Co. v. Timberline Software
Corp., 2000; Rinaldi v. lomega Corp., 1999). UCITA was ostensibly about software, but it reaches to
software embedded in traditional products (such as cars) and the policies underlying UCITA have
been applied by courts to several other types of products (Friedman, 2004; Hill v. Gateway 2000,
1997; O'Quin v. Verizon Wireless, 2003). These issues are fundamental for all engineering students at
all levels because they define the responsibility of the engineering community to the public for the
quality of the products they produce. As with the issues of professional responsibility, engineers have
a duty of care to the public and as an ongoing part of their training, they should be made aware of it.

Legal and ethical considerations in penetration testing (and other aspects of security-related
research). The laws governing penetration testing are complex and often ill-understood. Furthermore,
the more general topic of security research raises many difficult legal and ethical questions. For
example, social engineering techniques are often extremely effective in penetration tests (Mitnick &
Simon, 2002). However, deceiving one’s own employees is ethically questionable. Furthermore, a
real attacker would not limit her attacks to just the company but would also pursue those who have a
business relationship with the target (such as the Internet service provider, or companies who have
been granted limited VPN access to the corporate network). As such, a complete penetration test
which accurately models the actions of an attacker is considerably broader than one might wish. Here
are examples of some of the questions of interest. Answers will often vary with the legal
jurisdiction(s) associated with the attack.

0 Who has the right to conduct a penetration test and under what circumstances. Who has the
authority to authorize someone to conduct a penetration test on their (or another’s)
organization’s systems?

0 Should a simulated attacker be limited solely to machines directly controlled by the company?
0 What is the liability if actual damage is caused unintentionally during a penetration test?

o0 What limits should be placed on the social engineering aspects of a penetration test?

Deliverables

Each learning unit would deliver the following:

A video lecture (broken into short, coherent segments) for engineering students that presents an
overview of the topic and the key legal and ethical considerations and controversies associated with
it.

One of these segments would identify relevant sections in the ACM Code of Ethics and Professional
Conduct (Association for Computing Machinery, 1992), and the Software Engineering Code of Ethics
and Professional Practice (ACM/IEEE-

CS Joint Task Force on Software Engineering Ethics and Professional Practices, 1999). As



appropriate, and as within our competence, there would sometimes be parallel segments for one or
more other areas of engineering.

A literature review that presents the legal issues involved in this topic to the engineering
community, with supporting background summary of the engineering issues (technological and
economic), ethical discussions on this topic, and the relevant engineering ethical standards documents
(see, for example, Center for the Study of Ethics in the Professions, undated,;

Online Ethics Center for Engineering and Science, undated). | have experience writing about law for
a non-legal audience (Kaner, 2002d, 2003d, 2004c, 2004d, 2004g; Kaner & Pels, 1998) and might
be able to build a better bridge than some other writers in the field.

Detailed suggestions for engineering students on how to update the literature review on this
topic—this would typically be a combination of printed material and video lecture.

o Aliterature review that presents the engineering issues involved in this topic to the legal
community, with supporting background summary of the legal and ethical discussions on this
topic.

An annotated list of recommended readings for use in the course that uses this learning unit.
Study guide questions (essay and objective style questions)

A password-protected assessment support area with suggested multiple-choice and essay questions
and grading guides, available only to university faculty or corporate training or ethics officers.

Additional descriptions of suggested in-class activities and out-of-class assignments (with links to
case studies and other activities on this topic already developed by others), with grading guides and
experience reports in the password-protected area.

Discussion forums (one public, one in the password-protected area) for students and other
professionals to critique, update or extend the work.

In addition, as general material to support all of the learning units, | would develop and deliver the
following:

A video lecture set for engineering students that explains legal research. My objective is not to
make them lawyers. It is to give them tools to update the summaries of the law that they get in
courses and outdated ethics books. | would cover such topics as:

0 Use of the main legal databases, such as Lexis, WestLaw, VersusLaw and the leading free sites
(findlaw.com, for example). Universities differ in access to the main databases, so |
expect to provide materials that would be redundant in a school that has access to
everything, in order to support students who have access only to one of the main systems.

0 Searching by citation rather than by topic or keyword and why this is so important in legal
research.

0 How to find and use statutes, court opinions, regulatory opinions, and law review articles. Law
reviews have a fundamentally different place in legal work (they are secondary source
materials—the statutes and opinions are the primary sources).

o0 How to understand legal citation style.
Supplementary printed material, with exercises for engineering students.

Links to tutorial sites that help students learn legal research.



DEVELOPMENT PLAN

To assist in the literature reviews, | intend to recruit a law student intern each summer. | also expect to
supervise independent study classes for local undergraduates interested in pursuing a legal career after
graduating with their science or engineering degree. | am supervising such a study on whisteblowing this
term.

I am very familiar with the legal databases and have coached individual students through navigation of
them. However, to prepare archival tutorials on this, | would expect to hire a library sciences student as a
research assistant or to collaborate with a research librarian. In anticipation of the likelihood that I will
work with a research librarian instead of a student, | have included a request for funds for consultation. If
the librarian is also at Florida Tech, I would spend this as “summer support” faculty salary instead.
However, work with a law librarian is at least as likely. There are many online tutorials for law students
but | have not seen any good ones designed for engineers who are trying to do scholarly research that
includes legal sources. Part of my process in finding a collaborator/consultant on this work will be a
review of the tutorials available, looking for someone likely to communicate legal research ideas well to
nonlawyers.

The work plan is clearer for some topics than others. Not all of these topics will yield viable material. |
plan to try several topics but complete work on three to five topics. Which ones complete will depend
such factors as on the interests of the students who join the project, the tractability of the material, and the
extent to which work on a topic seems redundant with others” work.

Fall 2006-Spring 2007

I have not identified students who would start on the project in Fall 2006. Therefore, recruiting
appropriate students is one of the tasks for this term. | cannot assume that appropriate research students
join the project until Summer 2007.

e Logistics. Hire a student research assistant as system administrator and coordinator of other lab
logistical issues. Open a lab website with private and public areas. Install a Moodle course
management server as a public area. (Moodle, at http://www.moodle.org, is a free software CMS that
facilitates peer interaction among online participants.) This will host the materials as we develop
them, with discussion forums. Some materials will be restricted to members of the research team,
others to researchers plus faculty, others open to anyone who registers at the site. Set up access to a
web-based project tracking server, which the project team will thereafter use to track and report status
on the components of this project.

All materials that published on this site will be freely distributable under a Creative Commons
license except for material that we have published in a professional journal that restricts
redistribution. 1 also expect to submit these materials to other online course respositories, such as
MERLOT.org.

e Whistleblowing. Complete the whistleblowing literature review (explain law to engineers). Submit a
summary article of general interest to software engineers (such as Communications of the ACM or
IEEE Software), submit a thorough review to an engineering journal that publishes literature reviews
or scholarly papers on ethics and society. Complete a literature review (explaining the engineering
issues to lawyers) for the American Law Institute’s committee writing the Restatement of
Employment Law (I belong to the Members Consultative Group for this Restatement).

o Reverse engineering. Publish brief announcements of our intent to work in this area to legal and
engineering groups and individuals who are likely to consider themselves stakeholders. Invite them to
submit documents for our review and to join a panel that reviews the materials we create for fairness
and accuracy.



Malpractice liability. Publish brief announcements of our intent to work in this area to legal and
engineering groups and individuals who are likely to consider themselves stakeholders. Invite them to
submit documents for our review and to join a panel that reviews the materials we create for fairness
and accuracy.

Commercial liability. Begin a complete restructuring of Kaner’s site, www.badsoftware.com. This
will become the lab’s commercial liability site. Kaner has recaptured rights to his book, Bad
Software: What To Do When Software Fails (Kaner & Pels, 1998). Publish the original book on the
site and set up an editable version in a way that invites public comment. The new version will
gradually evolve into a work that is more up to date and that reflects more views (with a diversity of
identified contributions).

Penetration testing. Publish brief announcements of our intent to work in this area to legal and
engineering groups and individuals who are likely to consider themselves stakeholders. Invite them to
submit documents for our review and to join a panel that reviews the materials we create for fairness
and accuracy.

Conflicts of interest. Publish brief announcements of our intent to work in this area to legal and
engineering groups and individuals who are likely to consider themselves stakeholders. Invite them to
submit documents for our review and to join a panel that reviews the materials we create for fairness
and accuracy.

Constraints on reporting. Publish brief announcements of our intent to work in this area to legal and
engineering groups and individuals who are likely to consider themselves stakeholders. Invite them to
submit documents for our review and to join a panel that reviews the materials we create for fairness
and accuracy.

IP rights and plagiarism in laboratory research. Publish brief announcements of our intent to work
in this area to legal and engineering groups and individuals who are likely to consider themselves
stakeholders. Invite them to submit documents for our review and to join a panel that reviews the
materials we create for fairness and accuracy. Collect and publish or link to several agreements in use
in university research labs.

Tutorials on legal research for engineers. Outline the tasks that an engineering student would
typically perform. Invite comment from Lexis and WestLaw.

Summer 2007

Supervise the work of the legal intern, a student with library research skills and/or a student with
multimedia development skills.

Whistleblowing. Guided by feedback from the Restatement of Employment Law meeting and
comments on that draft from other counsel, prepare a draft for law review publication. Develop first-
draft course slides. Look for published case studies and other whistleblowing-relateed activities.
Develop first-draft activities and review questions.

e Reverse engineering or penetration testing. Richard Ford will lead the work in this area,
probably with support of a student researcher. Identify key sources and controversies in one or
both of these areas. Develop a topic structure for the literature review. Begin searching the legal
and engineering literatures for relevant papers and cases. Create local electronic copies of key
sources and begin annotating them by topic.

Malpractice liability. No significant progress expected this term. Keep a web page active (probably
set up as a Moodle course open to any registrant) that invites comments and suggested sources.



Commercial liability. Update several discussions in Bad Software. Propose conference papers on
warranty liability, EULA enforceability, and so on. Scan current computer law/ethics texts for
coverage of commercial liability issues. (I have examined several already and consider the coverage
remarkably light.) Begin a search for case studies and other instructional support materials already on
the Web.

Conflicts of interest. No significant progress expected this term. Keep a web page active (probably
set up as a Moodle course open to any registrant) that invites comments and suggested sources.

Constraints on reporting. No significant progress expected this term. Keep a web page active
(probably set up as a Moodle course open to any registrant) that invites comments and suggested
sources.

IP rights and plagiarism in laboratory research. No significant progress expected this term. Keep a
web page active (probably set up as a Moodle course open to any registrant) that invites comments
and suggested sources.

Tutorials on legal research for engineers. Lang leads this work with support from Kaner and the law
student. Develop sample searches, capturing the process in voice-annotated videos. For the samples,
track which types of searches / sources yielded what type of information. Identify key tutorial sources
for legal-source literature reviews.

Complete the Year 1 status report for NSF.

Fall 2007-Spring 2008

I expect to have a system administrator and one or two research undergraduates on the project. By this
point, we will be making triage decisions on some of these topics. The actual list of work at this point will
be narrower and more focused than this list.

Whistleblowing. Complete the suite of materials. Submit an additional literature review for engineers
to a journal that appeals to a different or broader engineering community than those focused on
software engineers. Try out these materials in at least one Computer Law/Ethics/Society course and
collect detailed student feedback. Aggressively seek feedback from faculty at other schools.

Reverse engineering or penetration testing. Publish (submit for publication) one or more of the
literature reviews, create course slides and videos, do at least one practice teaching of the material.

Malpractice liability. Begin collecting cases on engineering malpractice and identifying underlying
themes. What similarities and differences are there among different engineering areas? Offer to
present a comparative review to at least one conference that draws malpractice litigators (make the
offer in Spring 2008, with intent to make the presentation in Fall 2008.)

Commercial liability. Continue the incremental updating of the badsoftware site. Publish a draft set of
course slides.

Conflicts of interest, constraints on reporting, IP rights and plagiarism in laboratory research. Find
a student (in this term, or for the summary) who has an interest in one of these areas and focus his or
her work on it.

Tutorials on legal research for engineers. Try out some of the materials as guides for research
projects done by undergraduates in the Computer Law/Ethics/Society class. If feasible, use them with
other target subpopulations, such as in other engineering courses or in computer law/ethics courses at
other schools. Collect student evaluation information.

Summer 2008

10



Supervise the work of the legal intern, a student with library research skills and/or a student with
multimedia development skills.

Whistleblowing. Solicit feedback on the instructional support materials from attorneys and
engineering practitioners. By this point at least one of the articles should have been published,
attracting some attention in the engineering community.

Reverse engineering or penetration testing. Complete the literature reviews and submit them.
Probably, structure at least some of these as a debate. Probably, set the web site up for this topic as a
debate support site (we anticipate strongly held differences of opinion and intend to capture and
highlight the best statements of the differences).

Malpractice liability. This is probably the main focus of the legal intern this summer. Complete at
least one of the literature reviews and leave behind a structure that supports completion of research
needed for the others.

Commercial liability. Continue the incremental updating of the badsoftware site.

Conflicts of interest, constraints on reporting, IP rights and plagiarism in laboratory research.
Make progress on these areas as and if they capture the interest of one or more of the students.

Tutorials on legal research for engineers. Hire a few short-term research assistants who will use the
tutorials so far as guidance for updating the material on whistleblowing, reverse engineering (or
penetration testing), malpractice liability and commercial liability. Collect detailed progress and
confusion reports from these students.

Complete the Year 2 status report for NSF.

Fall 2008-Summer 2009

| expect to have a system administrator and one or two research undergraduates on the project.

Whistleblowing. Final updates as needed. Capture evaluations from instructors at other schools.
Present the instructional approach and introduce the material at a conference on engineering
education and/or in a journal focused on engineering education.

Reverse engineering or penetration testing. Complete the suite of materials. Final updates as needed.
Capture evaluations from instructors at other schools. Present the instructional approach and
introduce the material at a conference on engineering education and/or in a journal focused on
engineering education.

Malpractice liability. Complete the suite of materials. Final updates as needed. Supplement the
course materials with materials gathered from insurers and/or plaintiffs lawyers. Capture evaluations
from instructors at other schools. Present the instructional approach and introduce the material at a
conference on engineering education and/or in a journal focused on engineering education.

Commercial liability. Continue the incremental updating of the badsoftware site. Complete the suite
of course materials. Publish literature reviews and present a tutorial on teaching commercial law to
engineering students at one of the engineering education conferences.

Conflicts of interest, constraints on reporting, IP rights and plagiarism in laboratory research.
Progress as appropriate.

Tutorials on legal research for engineers. Continue extending and using these tutorials.

Complete the final report for NSF.

ASSESSMENT PLAN
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Behind all of our thinking about assessment lies the question of risk management. The risk that concerns
us (Kaner, Ford, Tilley) most is the content risk. We are integrating legal, technological, ethical and
instructional research into the materials we develop. We understand how to do this, in the sense that we
have done it before and are confident that we can do it again. But our experience has taught us that this is
painstaking, difficult work and that it will require us to aggressively stretch the minds of our students. We
are particularly focused, in our risk management thinking, on the content risk because we think we
understand the flow of projects (the project management risk) and the ways that we will draw others into
collaborative assessment (the external verification of quality control risk):

We have extensive project management experience—Kaner and Ford have both managed several
industrial projects with large budgets, and all three of us have managed academic research projects at
least as large as the one proposed here.

We also expect that multi-institutional adoption and evaluation will come to the project naturally if
we develop good enough material and publicize it well. For example, if it is good work, the
whistleblowing materials will be noticed in presentations at the meetings of the American Law
Institute committee on the Restatement of Employment Law (the Restatements are routinely treated
as authoritative statements of the law by American appellate courts). Attorneys will provide critiques
and suggestions whether we want them or not, if this work is good, because of the legal/societal
impact that comes from influencing a Restatement. Similarly with the Black Box Software Testing
course, instructional collaborators started approaching Kaner as soon as materials worth using were
available and publicized on the web. Rather than investing time and resources to formalize
collaborative relationships now, we believe the best way to manage risk on this project is to invest
heavily in the first-version quality of the materials we produce and bring others into the project later,
when we have credible material to entice them with.

Assessment of this project involves five key questions:

1. Isthe work progressing as planned?

2. Is this teaching style effective?

3. Are the individual learning units useful and effective?

4. Do the research skills tutorials help students update the materials?

5. Are the materials available and are they being used?

I’ll consider these in turn:

1. Is the work progressing as planned?

The development plan provides a first draft task list that we can measure progress against. We expect to
start work on all of these topics but to narrow focus to the few that show particular promise.

We will have regular lab meetings (probably every two weeks) to review progress and will circulate status
reports on a weekly basis. Each student who joins the project will be assigned to one of us as the student’s
supervisor. The supervisor and student will meet once each week, more often when necessary.

2. Is this teaching style effective?

This style is a straightforward extension of an approach that my students and | developed for the Black
Box Software Testing course at http://www.testingeducation.org/BBST. Students in the BBST classes at
Florida Tech review it well (we use the Student Assessment of Learning Gains at
http://www.wcer.wisc.edu/salgains/instructor/), indicating that they work very hard in the course and get a
lot out of it (Kaner & Fiedler, 2005a). | host a yahoogroups mailing list for people who teach from the
course or self-study and want to help improve the course for that purpose. It currently has 200 members.
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Faculty from several other universities use segments from the course as do in-house trainers and external
trainers. In my most recent proposal to NSF related to this work (DUE: CCLI Curricular Support for
Software Testing , still under review), several university faculty, corporations and consultant/trainers
joined the proposal, signing a 3-page agreement to teach the course and help assess and improve it. This is
a substantial amount of work, which these organizations agreed to donate to the project. Their willingness
to make this commitment, after working with these materials, is a testimony to the quality of the
materials.

The materials posted at the BBST site support a blended learning or online learning model. The video
lectures, slides, papers—the content—are posted on the site. What is not captured on the site are the
activities. At Florida Tech, we do the activities live, face-to-face. Students join an open source software
development project (currently, Mozilla Firefox 2.0) and do labs and takehome projects applying the
lecture material to this product under development. Students work in teams, get feedback from the
instructor and each other, and report in their course evaluations that the projects make a significant
contribution to their learning gains. I have not yet tried facilitating a purely online version of the course
but expect to do so over the next year as do some of the collaborating organizations. In principle, these
materials should provide good support for such a course. We will undoubtedly improve them in response
to our experiences.

Everything that | have learned about this approach in BBST and will continue to learn (even if the CCLI
proposal is not funded, we will do some of that work, albeit much less formally and at a slower pace) is
directly applicable to this project but that learning is not proposed as part of this project.

In this project, we will evaluate the quality of the individual learning units from the baseline assumption
that the underlying instructional approach is reasonably good.

3. Are the individual learning units useful and effective?

Professors Ford, Tilley and I will use the materials we develop in software engineering courses that we
teach. We will collect Student Assessment of Learning Gains feedback from the students and will appraise
student performance on exams, essays, and/or other assignments.

We will publish the course materials on MERLOT (http://www.merlot.org). This site publishes a large
number of online, shareable learning units along and publishes peer reviews of many of them. It also
invites comments from other MERLOT members. Some courses receive many comments, many receive
none or almost none. We will also publish the learning units on a site of our own, with a discussion forum
for critiquing the materials. Some of the sites that publish materials and invite critical discussion harvest
very little discussion. | hope but cannot promise that we will get more than this.

MERLOT is one vehicle for advertising availability of these materials. We can advertise in other fora,
such as the FASE (software engineering education) mailing list. The learning units that we create will be
of significant quality and cover topics that aren’t already readily available to instructors as pre-packaged
add-ins for their courses. Given sufficient quality and publicity, | am confident that at least a few other
instructors will adopt these materials and be willing to give us their experience reports.

Finally, the lectures are being developed on top of literature reviews and other written material that we
intend to publish. Acceptance of these works is another indicator of quality.

4. Do the research skills tutorials help students update the materials?

In principle, the assessment task is straightforward: The student watches the video and does some
activities intended to improve his or her legal research skills. Then s/he applies those skills to a topic that
needs updating, perhaps writing an essay for the course, and we see how well the task was done.

A within-subjects comparison of pre-instructional and post-instructional performance would probably
yield impressive differences. However, | think that thoughtfully wrestling with a problem once prepares
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motivated students to wrestle more skillfully next time. Therefore, | would expect significant
improvements on, for example, a second attempt to write a research paper (same topic or different, so
long as the research skills and types of materials to be consulted are the same) with or without intervening
instruction on research methods.

My experience with Florida Tech’s graduate and undergraduate software engineering and computer
science students is that their library research skills are weak and their knowledge of the legal sources is
negligible. I base this on supervising essay writing and classroom research presentations in several
undergraduate ethics courses and long discussions with my graduate students and students working in the
labs of other faculty about ethical issues raised but inadequately researched in their thesis. Based on this
experience, my assessment of the success of the research-skills materials will be easy. If the students
demonstrate any skill at creating an update, the materials were successful.

I will of course ask students to fill out assessments of the material. | will also ask other ethics teachers and
other attorneys to review the videos and other materials, filling out an evaluation form. Having reviewed
materials for other people, | expect to be able to get feedback from at least a few (say, three, teachers and
three lawyers or law professors).

As with the content-focused materials, the videos and demonstrations and exercises (etc.) for these
research skills tutorials will also go online at our site and on MERLOT, with an invitation for peer review
and a discussion list or wiki clearly available for feedback.

5. Are the materials available and are they being used?

Availability to us means both that the materials are posted on a reliable server with adequate bandwidth
and that people are aware of them. Ensuring that the materials get to an adequate site is part of the core
project plan. It will happen in the normal course of the project. With respect to visibility:

o We will check the listing of the site in search engines. If a topic posted on the site is not well-featured
on a search engine, we will find ways to interest colleagues in the work enough that they will discuss
it in mail messages and blogs, ultimately driving the visible popularity of the site high enough to
improve visibility on Google (etc.)

o We will require users to log onto the course management system. The contact information will inform
us of raw numbers as well as geographic and occupational diversity of our user community.

With respect to use, one measure is the number of users. Another weak measure is the extent of
discussion of the learning units posted at our site. We will also see traffic on mailing lists that we create to
support the individual learning units, but our experience with the black box software testing course is that
such discussions are not particularly helpful for assessing the underlying material. The more important
measure to us is the extent to which other instructors are interested in using and adapting the material.

RESULTS FROM PRIOR SUPPORT

I received NSF Award EIA-0113539 ITR/SY+PE: "Improving the Education of Software Testers" for
$469,668.00 for 36 months with an effective date of 09/01/01.

The most important work product from this grant is my black box testing course, at
http://www.testingeducation.org. | transformed this from a highly successful commercial testing course
into an academic one. Many of the other work products created under the grant served to generate
material for this course or test assertions being made in the course. The current version includes about 40
lecture hours of video, over 600 lecture slides plus in-class exercises, assignments and study questions.
The notes support about 80 lecture hours, including, among many topics, several testing techniques, test
oracles, software development life cycles, test-related measurements, theory of measurement, estimating
the size (labor cost) of testing tasks, bug reporting (including troubleshooting, description, stakeholder-
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impact analysis, and configuration-management issues), and test-related career planning. This is more
than anyone would cover in a single testing course. The variety helps the instructor customize the course
to meet students' information preferences.

Another course, on programmer-testing, was also created (Tinkham & Kaner, 2005). This course focuses
on techniques likely to be used by programmers testing their own code. Students come into the course
knowing Java and knowing how to test. We teach them to be better programmers by applying tests at
many levels while they design and write programs. We also teach them to be better testers by making
them better testing toolsmiths and tool users. We study test-first programming using unit testing tools
(JUNIT integrated into Eclipse), white box integration test tools (Cunningham's Framework for Integrated
Testing at http://fit.c2.com/) and testing through the application programmer interface. We don't have
many lecture slides because the course is activity-based rather than lecture-based. Students work in
groups through assignments, some of which are more defined by them than by the instructor, present their
ideas, tests and code to the class and are coached by the instructor, the teaching assistant, and by other
students.

Summary of several results and publications:

o Development of an extensive set of lecture slides for university teaching of a software testing course
(Tinkham & Kaner, 2005);

o Development of a website, www.testingeducation.org, that provides educational materials under open
licenses that allow reuse without fee by other instructors.(Kaner & Bond, 2004)

o Inclusion not just of our course notes, but notes from several other commercially successful testing
teachers, open-licensed, at www.testingeducation.org/coursenotes.

e Creation of a failure mode catalog (bug taxonomy) for e-commerce applications (Vijayaraghavan,
2003; Vijayaraghavan & Kaner, 2002, 2003). (This won awards at two software testing conferences.

e Creation (in progress) of a failure mode catalog for wireless PDA applications (Jha & Kaner, 2003).

e Atrticles on test techniques and methods to supplement several lecture segments (Kaner, 2003g,
2003h, 2004h; Kaner, Bond, & McGee, 2004; McGee & Kaner, 2004; Padmanabhan, 2004; Singh,
2001; Tinkham & Kaner, 2003a, 2003b).

o Public discussions of the structure and goals of the testing courses (Kaner, 2001, 2003b, 2004a,
2004f, 2004h, 2004i, 2006; Kaner & Padmanabhan, 2006 submitted; Padmanabhan, 2004; Tinkham
& Kaner, 2005). An example of interest for evaluating the quality of the work as a whole is Kaner
(2003a) on assessment in the software testing course. The paper is a work in progress that lays out the
underlying reasoning behind our assessment methods in the software testing course, gives plenty of
examples of the types of questions and assignments we use, illustrates our approach to grading with
worked examples, and discusses the problems that we've encountered (the traps students fall into and
how we're modifying what we do to mitigate these without compromising our standards.

o Discussions of fundamental or controversial issues in software testing (Kaner, 2002a, 2003c, 2003e,
2003f, 2004b, 2004e; Kaner & Bach, 2002)

o Several conference tutorials (public teaching and review of material from or intended for the lecture
notes) (Kaner, 2002a, 2002b, 2004f, (Kaner & Bach, 2003; Kaner & Fay, 2004)). See
www.testingeducation.org for links to several example tutorials.

e These contribute to development of human resources in science and engineering in that they introduce
individuals to software testing, a traditional entry point into software development employment.
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F. PARTICIPANT SUPPORT COSTS
1. STIPENDS $ 0
2. TRAVEL 0
3. SUBSISTENCE 0
4. OTHER 0
TOTAL NUMBER OF PARTICIPANTS ( 0) TOTAL PARTICIPANT COSTS 0
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES 2,000
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION 8,000
3. CONSULTANT SERVICES 0
4. COMPUTER SERVICES 0
5. SUBAWARDS 0
6. OTHER 0
TOTAL OTHER DIRECT COSTS 10,000
H. TOTAL DIRECT COSTS (A THROUGH G) 64,865
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)
Fringe (Rate: 43.5000, Base: 3945) (Cont. on Comments Page)
TOTAL INDIRECT COSTS (F&A) 14,157
J. TOTAL DIRECT AND INDIRECT COSTS (H + 1) 79,022
K. RESIDUAL FUNDS (IF FOR FURTHER SUPPORT OF CURRENT PROJECTS SEE GPG II.C.6.}.) 0
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K) $ 79,022 | $

M. COST SHARING PROPOSED LEVEL $ 0 ‘ AGREED LEVEL IF DIFFERENT $
PI/PD NAME FOR NSF USE ONLY
Cem Kaner INDIRECT COST RATE VERIFICATION

ORG. REP. NAME* Date Checked

Deb Hartegan

Date Of Rate Sheet

Initials - ORG

1 *ELECTRONIC SIGNATURES REQUIRED FOR REVISED BUDGET



SUMMARY PROPOSAL BUDGET COMMENTS - Year 1

** |- Indirect Costs

Principal Investigator & Senior Personnel (Rate: 43.5000, Base 15000)
Publications (Rate: 43.5000, Base 8000)

Supplies (Rate: 43.5000, Base 2000)

Travel (Rate: 43.5000, Base 3600)




SUMMARY YEAR

2

PROPOSAL BUDGET

FOR NSF USE ONLY

ORGANIZATION PROPOSAL NO. |DURATION (months)
Florida Institute of Technology Proposed | Granted
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR AWARD NO.
Cem Kaner
A. SENIOR PERSONNEL: PI/PD, Co-PI's, Faculty and Other Senior Associates P ndeds Reqﬁgggesd By grant';léng;N -
(List each separately with title, A.7. show number in brackets) CAL | ACAD | SUMR proposer (if different)
1. Gem Kaner - Principal Investigator 200 000 0.00s$ 5,000 | $
2. Richard A Ford - Senior Personnel 200 0.00 0.00 5,000
3. Scott R Tilley - Senior Personnel 200 0.00 0.00 5,000
4.
5.
6.( 0)OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE)| 0.00 0.00 0.00 0
7.( 3)TOTAL SENIOR PERSONNEL (1 - 6) 6.00 0.00 0.00 15,000
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1.( 0)POST DOCTORAL ASSOCIATES 0.00 0.00 0.00 0
2.( 0)OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.) 0.00 0.00 0.00 0
3.( 2)GRADUATE STUDENTS 17,600
4.( 2)UNDERGRADUATE STUDENTS 23,520
5.( 0)SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY) 0
6.( 0)OTHER 10,000
TOTAL SALARIES AND WAGES (A + B) 66,120
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS) 3,945
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C) 70,065
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)
Equipment $ 2,200
TOTAL EQUIPMENT 2,200
E. TRAVEL 1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS) 3,600
2. FOREIGN 0
F. PARTICIPANT SUPPORT COSTS
1. STIPENDS $ 0
2. TRAVEL 0
3. SUBSISTENCE 0
4. OTHER 0
TOTAL NUMBER OF PARTICIPANTS ( 0) TOTAL PARTICIPANT COSTS 0
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES 2,000
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION 8,000
3. CONSULTANT SERVICES 0
4. COMPUTER SERVICES 0
5. SUBAWARDS 0
6. OTHER 0
TOTAL OTHER DIRECT COSTS 10,000
H. TOTAL DIRECT COSTS (A THROUGH G) 85,865
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)
Fringe (Rate: 43.5000, Base: 3945) (Cont. on Comments Page)
TOTAL INDIRECT COSTS (F&A) 14,157
J. TOTAL DIRECT AND INDIRECT COSTS (H + 1) 100,022
K. RESIDUAL FUNDS (IF FOR FURTHER SUPPORT OF CURRENT PROJECTS SEE GPG II.C.6.}.) 0
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K) $ 100,022 | $

M. COST SHARING PROPOSED LEVEL $

‘ AGREED LEVEL IF DIFFERENT $

PI/PD NAME

FOR NSF USE ONLY

Cem Kaner

INDIRECT COST RATE VERIFICATION

ORG. REP. NAME* Date Checked

Deb Hartegan

Date Of Rate Sheet

Initials - ORG

2 *ELECTRONIC SIGNATURES REQUIRED FOR REVISED BUDGET




SUMMARY PROPOSAL BUDGET COMMENTS - Year 2

** |- Indirect Costs

Principal Investigator (Rate: 43.5000, Base 15000)
Publications (Rate: 43.5000, Base 8000)

Supplies (Rate: 43.5000, Base 2000)

Travel (Rate: 43.5000, Base 3600)




SUMMARY YEAR

3

PROPOSAL BUDGET

FOR NSF USE ONLY

ORGANIZATION
Florida Institute of Technology

PROPOSAL NO.

DURATION (months)

Proposed

Granted

PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR
Cem Kaner

AWARD NO.

A. SENIOR PERSONNEL: PI/PD, Co-PI's, Faculty and Other Senior Associates P ndeds Funds Funds
(List each separately with title, A.7. show number in brackets) CAL | ACAD | SUMR R‘*S%%SSSSPY gr%?ﬁ?fe%m)s i
1. Gem Kaner - Principal Investigator 200 000 0.00s$ 5,000 | $
2. Richard A Ford - Senior Personnel 200 0.00 0.00 5,000
3. Scott R Tilley - Senior Personnel 200 0.00 0.00 5,000
4.
5.
6.( 0)OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE)| 0.00 0.00 0.00 0
7.( 3)TOTAL SENIOR PERSONNEL (1 - 6) 6.00 0.00 0.00 15,000
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1.( 0)POST DOCTORAL ASSOCIATES 0.00 0.00 0.00 0
2.( 0)OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.) 0.00 0.00 0.00 0
3.( 1) GRADUATE STUDENTS 6,600
4.( 2)UNDERGRADUATE STUDENTS 23,520
5.( 0)SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY) 0
6.( 0)OTHER 10,000
TOTAL SALARIES AND WAGES (A + B) 55,120
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS) 3,945
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C) 59,065
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)
Equipment $ 2,200
TOTAL EQUIPMENT 2,200
E. TRAVEL 1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS) 3,600
2. FOREIGN 0
F. PARTICIPANT SUPPORT COSTS
1. STIPENDS $ 0
2. TRAVEL 0
3. SUBSISTENCE 0
4. OTHER 0
TOTAL NUMBER OF PARTICIPANTS ( 0) TOTAL PARTICIPANT COSTS 0
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES 2,000
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION 8,000
3. CONSULTANT SERVICES 0
4. COMPUTER SERVICES 0
5. SUBAWARDS 0
6. OTHER 0
TOTAL OTHER DIRECT COSTS 10,000
H. TOTAL DIRECT COSTS (A THROUGH G) 74,865
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)
Fringe (Rate: 43.5000, Base: 3945) (Cont. on Comments Page)
TOTAL INDIRECT COSTS (F&A) 14,157
J. TOTAL DIRECT AND INDIRECT COSTS (H + 1) 89,022
K. RESIDUAL FUNDS (IF FOR FURTHER SUPPORT OF CURRENT PROJECTS SEE GPG II.C.6.}.) 0
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K) $ 89,022 | $

M. COST SHARING PROPOSED LEVEL $ 0 ‘ AGREED LEVEL IF DIFFERENT $
PI/PD NAME FOR NSF USE ONLY
Cem Kaner INDIRECT COST RATE VERIFICATION

ORG. REP. NAME* Date Checked

Deb Hartegan

Date Of Rate Sheet

Initials - ORG

3 *ELECTRONIC SIGNATURES REQUIRED FOR REVISED BUDGET



SUMMARY PROPOSAL BUDGET COMMENTS - Year 3

** |- Indirect Costs

Principal Investigator (Rate: 43.5000, Base 15000)
Publications (Rate: 43.5000, Base 8000)

Supplies (Rate: 43.5000, Base 2000)

Travel (Rate: 43.5000, Base 3600)




SUMMARY Cumulative

PROPOSAL BUDGET

FOR NSF USE ONLY

ORGANIZATION PROPOSAL NO. |DURATION (months)
Florida Institute of Technology Proposed | Granted
PRINCIPAL INVESTIGATOR / PROJECT DIRECTOR AWARD NO.
Cem Kaner
A. SENIOR PERSONNEL: PI/PD, Co-PI's, Faculty and Other Senior Associates paSE Funded Reqﬁgggesd By grant';téng;NSF
(List each separately with title, A.7. show number in brackets) CAL | ACAD | SUMR proposer (if different)
1. Cem Kaner - Principal Investigator 600 000 0.00% 15,000 | $
2. Richard A Ford - Senior Personnel 6.00 0.00 0.00 15,000
3. Scott R Tilley - Senior Personnel 6.00 0.00 0.00 15,000
4.
5.
6.( ) OTHERS (LIST INDIVIDUALLY ON BUDGET JUSTIFICATION PAGE)| 0.00 0.00 0.00 0
7.( 3)TOTAL SENIOR PERSONNEL (1 - 6) 18.00 0.00 0.00 45,000
B. OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
1.( 0)POST DOCTORAL ASSOCIATES 0.00 0.00 0.00 0
2.( 0)OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.) 0.00 0.00 0.00 0
3.( 4)GRADUATE STUDENTS 35,200
4.( 5) UNDERGRADUATE STUDENTS 56,160
5.( 0) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY) 0
6.( 0)OTHER 30,000
TOTAL SALARIES AND WAGES (A + B) 166,360
C. FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS) 11,835
TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C) 178,195
D. EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)
$ 6,600
TOTAL EQUIPMENT 6,600
E. TRAVEL 1. DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS) 10,800
2. FOREIGN 0
F. PARTICIPANT SUPPORT COSTS
1. STIPENDS $ 0
2. TRAVEL 0
3. SUBSISTENCE 0
4. OTHER 0
TOTAL NUMBER OF PARTICIPANTS ( 0) TOTAL PARTICIPANT COSTS 0
G. OTHER DIRECT COSTS
1. MATERIALS AND SUPPLIES 6,000
2. PUBLICATION COSTS/DOCUMENTATION/DISSEMINATION 24,000
3. CONSULTANT SERVICES 0
4. COMPUTER SERVICES 0
5. SUBAWARDS 0
6. OTHER 0
TOTAL OTHER DIRECT COSTS 30,000
H. TOTAL DIRECT COSTS (A THROUGH G) 225,595
I. INDIRECT COSTS (F&A)(SPECIFY RATE AND BASE)
TOTAL INDIRECT COSTS (F&A) 42,471
J. TOTAL DIRECT AND INDIRECT COSTS (H + 1) 268,066
K. RESIDUAL FUNDS (IF FOR FURTHER SUPPORT OF CURRENT PROJECTS SEE GPG I1.C.6.}.) 0
L. AMOUNT OF THIS REQUEST (J) OR (J MINUS K) $ 268,066 | $
M. COST SHARING PROPOSED LEVEL $ 0 | AGREED LEVEL IF DIFFERENT $
PI/PD NAME FOR NSF USE ONLY
Cem Kaner INDIRECT COST RATE VERIFICATION
ORG. REP. NAME* Date Checked Date Of Rate Sheet Initials - ORG
Deb Hartegan

C *ELECTRONIC SIGNATURES REQUIRED FOR REVISED BUDGET



EESE: Learning Units on Law and Ethics in Software Engineering
Budget Justification

Senior Personnel:

The allocation is $5000 per investigator (Kaner, Tilley, Ford) as summer support. This amount is
substantially less than one month’s pay for any of us and it will not fully compensate us for our
time on this project. We have discussed this at length and agreed to commit to donating the extra
time necessary to carry out the project.

Other Personnel:

We will bring two law students to the project as summer interns. At $25 per hour (the low side of
what we believe is needed to attract good law students), a summer’s work costs $11,000. The
budget assumes one student in summer 2007, one in summer 2008.

We will bring hire two other summer students who can develop instructional material that teaches
engineers how to use legal research materials. Probably, these will be information science or
library science students. At $15 per hour, these students will cost $6600 each. The budget shows
them as graduate students, one in the summer of 2008, one the summer of 2009.

We will hire several undergraduate research assistants at $12 per hour for 20 hours per week (38
weeks) during the academic year. We also expect to employ one of these students in summer
2008 and one in summer 2009. These students will serve as system administrators for the course
website, video production/editing technicians, and content researchers/writers. We expect to
employ one student in academic 2006-2007, two in 2007-2008, and two in 2008-2009.

We also budget $10,000 per year for tuition support, to be spread among the graduate and
undergraduate research assistants as appropriate. This is a small fraction of the tuition these
students will actually pay, but many of these students will have other scholarships.

Equipment

Travel

The total of $6600 includes funds for a video workstation to replace one of the lab’s current
systems. We have two computers now, both are entirely adequate today for video editing with
Adobe Premiere. A year after Microsoft Vista comes out, system and video software will
probably demand more memory and processing power, rendering our current systems unusably
slow for video editing. We are also budgeting for a replacement laptop computer. Of the three
laptops owned by the lap, two are past their warranty and showing serious signs of wear. We lend
the laptops to students—much of the scholarly work under this proposal will be done at libraries
(Florida Tech’s and other law libraries), and a laptop is much easier to take to a library than a
desktop.

The budgeted amount ($3600 per year) provides an anticipated $1200 in expense reimbursement
for a domestic conference and $1800 per international conference. We will reimburse conference
expenses for an investigator or a research assistant student who is making a presentation at a
conference or who is attending a conference outside of his or her field (such as a lawyer’s



conference for a computer science student) in order to learn something directly relevant to a topic
s/he is researching for this grant.

Materials and Supplies

The total ($6000) pays for the usual office supplies. In addition, we will keep two licenses to
Adobe Premiere up to date for video production, purchase licenses (upgrades for some of us) to
EndNote and other software to support extensive literature reviews, probably including atlas.ti as
a tool for organizing the many documents and interviews we will work with. In addition, we will
replace up to three aging CRT monitors with LCD displays.

Publication Costs

The budget shows $8000 per year for publication costs. These are actually subscription costs. We
will purchase two subscriptions to Lexis, Westlaw, and Versuslaw (legal research databases). The
cost is probably $150 per month per subscription for Lexis and for Westlaw, and $400 per year
for Versuslaw. We will negotiate for additional short-term student licenses (e.g. for law student
intern licenses, which are often available free to an organization that pays for other licenses).



CURRENT & PENDING SUPPORT

CURRENT AND PENDING SUPPORT TO CEM KANER

Current support: NSF grant EIA-0113539 ITR/SY+PE: "Improving the Education of
Software Testers." Award 0113539 was made on 08/31/01 for $ 469,668.00 for 36
months with an effective date of 09/01/01. | was able to stretch this funding out, via
donations from Texas Instruments and consulting payments related to the grant from
Rational Software and AutoDesk. However, as of 9/1/06, the final extension will expire
and | will have no remaining funds.

There is no other current support for Cem Kaner.
I have a pending application with Texas Instruments for money to support this project (a
continuation of the ITR project) until the present proposal is (hopefully) approved. |
expect to receive $25,000 to $50,000.
I have a pending application to NSF 05-559 CCLI-Phase 2 Expansion, “CCLI-Curricular
Support for Software Testing”, for $485,475 over 36 montsh, starting 09/01/06
CURRENT AND PENDING SUPPORT TO SCOTT TILLEY

e Existing: IBM Faculty Award, $20K, 2005-2006

e Pending: IBM Faculty Award, $40K, 2006-2007
CURRENT AND PENDING SUPPORT TO RICHARD FORD
I am currently supported by a grant from the Office of Naval Research (Award Number

N00014-01-1-0862), and am in the 2nd year of a 3-year $309,000 grant from Microsoft
Corporation.



FACILITIES, EQUIPMENT & OTHER RESOURCES

FACILITIES: Identify the facilities to be used at each performance site listed and, as appropriate, indicate their capacities, pertinent
capabilities, relative proximity, and extent of availability to the project. Use "Other" to describe the facilities at any other performance
sites listed and at sites for field studies. USE additional pages as necessary.

Laboratory: Weplan to use Kaner’s current lab space (rooms 238 and 265 in the Olin
Engineering Building) and a large area at Kaner’s house that he uses for
videotaping and production.

Clinical:

Animal:

Computer: Kaner’slab hastwo computers capable of video production, plus associated
camera equipment. This proposal callsfor purchase of an updated computer,
probably in two yearsand an updated laptop and remote storage (some big
hard disksfor theraw video files and intermediate edits.)

Office:

Other:

MAJOR EQUIPMENT: List the most important items available for this project and, as appropriate identifying the location and pertinent
capabilities of each.

Video production computersand Sony camcorder, in Kaner’slab.

OTHER RESOURCES: Provide any information describing the other resources available for the project. Identify support services
such as consultant, secretarial, machine shop, and electronics shop, and the extent to which they will be available for the project.
Include an explanation of any consortium/contractual arrangements with other organizations.

Florida I nstitute of Technology web services, for hosting the cour se
materials. Thevideosrequire significant transmission bandwidth. Florida
Tech already makes space/bandwidth available for the testing cour se,
http://www.testingeducation.org/BBST. These materialswill require less
than that cour se.






